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Abstract—S-boxes with better transparency order are ex-
pected to have higher side-channel resistance. For 8×8 S-
boxes this is not practical, considering the costs of lookup-
table implementations and deterioration of many properties like
nonlinearity or delta uniformity. However, if we concentrate
on the 4×4 S-box size we can observe that it is possible to
obtain S-boxes with better transparency order while maintaining
proper “classical” properties. To prove this, we experiment with
PRINCE and PRESENT S-boxes. We use various methods and
show that evolutionary algorithms are also viable in obtaining
the lowest known transparency order value for the nonlinearity
value of 4. Next, we show that affine transformation changes the
transparency order while keeping “classical” properties intact. By
using this technique, it is possible to generate optimal S-boxes
with improved DPA-related properties.

I. INTRODUCTION

Besides more traditional linear [1] and differential crypt-
analysis [2], the most practical attacks today against block
ciphers belong to side-channel analysis (SCA) targeting actual
implementations of cryptography in software or hardware.
SCA relies on the physical leakages from the actual imple-
mentation and its efficiency is much greater than the one
of linear or differential cryptanalysis [3]. There are various
countermeasures such as hiding and masking schemes [4] that
improve an algorithm’s resistance to SCA. However, those
countermeasures come with a substantial increase in cost due
to larger memory requirements and the decrease in perfor-
mance of the implemented algorithm. Many block ciphers
are implemented either as Feistel network or as Substitution-
Permutation network. In both of those design principles, S-
boxes or Substitution boxes, are the most commonly used
nonlinear element in a block cipher.

With the consideration of side-channel security, Prouff [5]
defines the transparency order property that characterizes the
resistance of S-boxes to SCA or more precisely to differential
power analysis (DPA) [4]. Current methods to generate S-
boxes with low transparency order values suffer from the same
two major drawbacks: first being the deterioration of many
properties related with linear and differential cryptanalysis
of the algorithm (the most important of such properties are
nonlinearity and delta uniformity) and second the fact that
such new improved S-boxes can only be implemented as look-
up tables (LUTs). For 8×8 S-boxes, such as the AES S-box,
look up table (LUT) implementation is quite costly in terms of
area. However, when 4×4 S-boxes are considered, LUTs are
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commonly used to implement these S-boxes. In addition, LUT
implementations have to be protected against cache attacks [6].

Therefore, in this paper we concentrate on the bijective
4×4 S-boxes and their transparency orders. Furthermore, we
are interested only in those S-boxes that retain the same
nonlinearity level as the one in optimal S-boxes [7]. Leander
and Poschmann defined optimal S-boxes as those of linearity
8, but since this is the same as having nonlinearity 4 we will
continue to use nonlinearity property proposed in [8], instead
of linearity. Finally, since many modern, widely-used 4×4
ciphers have S-boxes implemented as lookup tables, that also
solves the second drawback as stated above.

A. Related Work

Previous works can be divided into several categories: first
one relates to implementations of 4×4 S-boxes and in the
second one several examples of transparency order property
were investigated.

4×4 S-boxes. There is a plethora of cryptographic algo-
rithms used today that have 4×4 S-boxes. In this paper we
focus mainly on PRINCE algorithm [9] and PRESENT [10]
algorithms. Leander and Poschmann classify all optimal 4×4
S-boxes [7]. Saarinen conducts exhaustive search of all bijec-
tive 4×4 S-boxes [11].

Transparency order. Mazumdar et al. construct rotation
symmetric S-boxes with high nonlinearity and DPA resis-
tance [12]. The same authors use constrained random search to
find S-boxes with low transparency order and high nonlinear-
ity [13]. Implementations of those S-boxes suggest that there
is a significant increase in the necessary number of traces to
perform DPA attack. Picek et al. use evolutionary algorithms to
evolve 8×8 S-boxes with good transparency order values [14].
Anyhow, all investigations of transparency order property up
to now were related with 8×8 S-boxes and our work is the first
one to investigate the influence of transparency order property
in 4×4 S-boxes. More details on our contributions are given
below.

B. Our Contributions

Our first contribution is that, to the best of our knowledge,
we are the first to investigate the influence of transparency
order on 4×4 S-boxes. Furthermore, we use random search
and genetic algorithms to find S-boxes with transparency order
lower than the ones that can be usually found in modern
ciphers. Next, we show that optimal S-boxes have different
transparency order values, which implies that one should
be careful even when searching among optimal ones. Third
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contribution is that we show that affine equivalent S-boxes
can have different transparency order, which should be an
important criteria in choosing proper S-boxes. Finally, we
give a power analysis of a newly created S-box replacing the
PRESENT S-box on a smartcard.

The remainder of this paper is organized as follows: In Sec-
tion II we survey necessary information about cryptographic
properties of S-boxes. Different S-boxes and their transparency
orders are compared in Section III. Furthermore, we compare
the results on transparency order obtained via random search
and genetic algorithms. We also discuss implementations of
the newly generated S-boxes and also their resistance to
differential power analysis. Finally, in Section IV we conclude
the paper.

II. CRYPTOGRAPHIC PROPERTIES OF S-BOXES

Here we give necessary information about cryptographic
properties of S-box that are of interest for this research, namely
bijectivity, (non)linearity and δ-uniformity [7]. Besides those
three properties, we also present a property that is related with
DPA resistivity: transparency order (TF ).

The addition modulo 2 is denoted as “ ⊕ ”. The inner
product of vectors ā and b̄ is denoted as ā · b̄ and equals ā · b̄ =
⊕n

i=1aibi.
Function F, called S-box or vectorial Boolean function, of size
(n,m) is defined as any mapping F from F

n
2 to F

m
2 [5]. When

m equals 1 the function is called Boolean function. Boolean
functions fi, where i ∈ {1, ...,m} are coordinate functions of
F where every Boolean function has n variables. Hamming
weight (HW) of a vector ā, where ā ∈ F

n
2 , is the number of

non-zero positions in the vector.

An (n,m)-function is called balanced if it takes every value
of Fm

2 the same number 2n−m of times [15]. Balanced (n, n)-
functions are permutations on F

n
2 .

Nonlinearity NF of an (n,m)-function F is equal to the
minimum nonlinearity of all non-zero linear combinations b̄·F
of its coordinate functions fi, where b̄ ∈ F

n∗
2 [3].

NF = 2n−1 − 1

2
max ā ∈ F

n
2

v̄ ∈ F
m∗
2

|WF (ā, v̄)|. (1)

Here, WF (ā, v̄) represents Walsh transform of F [5].

WF (ā, v̄) =
∑

x̄∈Fn
2

(−1)v̄·F (x̄)⊕ā·x̄. (2)

Differential delta uniformity δ represents the largest value
in the difference distribution table without counting the value
2n in the first row and column position [2].

In 2005, Prouff introduced a new cryptographic property
of S-boxes: transparency order [5] which can be defined for a
(n,m)-function as follows.

TF = maxβ̄∈Fm
2
(|m− 2HW (β̄)| − 1

22n − 2n∑

ā∈Fn∗
2

|
∑

v̄ ∈ F
m
2

HW (v̄) = 1

(−1)v̄·β̄WDaF (0̄, v̄)|). (3)

Here, WDaF represents Walsh transform of the derivative of
F with respect to a vector a ∈ F

n
2 .

The higher the transparency order value is, the lower resis-
tance an S-box exhibits to DPA. The worst transparency order
is achieved when all coordinate function are fi bent functions,
and the best transparency order is achieved when F is an affine
function [5]. In any (n,m)-function F transparency order is
upper bounded by m. Carlet shows that some widely-used 8×8
S-boxes with very high nonlinearity have bad transparency
orders [3].

III. S-BOXES AND TRANSPARENCY ORDER

In this section we search for good S-boxes that have low
transparency order values. By good S-boxes we mean primarily
all optimal S-boxes [7]. In an effort to find S-boxes that
have even lower transparency order values we also conduct
experiments with random search and genetic algorithms.

A. Optimal S-boxes

There are in total 16! bijective 4×4 S-boxes which
is approximately 244 options to search from. Leander and
Poschmann define optimal S-boxes as those that are bijective,
have linearity equal to 8 and δ-uniformity equal to 4. By
using some clever shortcuts they found that all optimal S-
boxes belong to 16 classes, i.e. all optimal S-boxes are affine
equivalent to one of those classes [7]. For two S-boxes S1 and
S2 to be equivalent, following equation needs to hold:

S2(x) = B(S1(A(x) + a)) + b (4)

where A and B are invertible 4×4 matrices and a, b ∈ F
4
2.

Transparency order values for 16 class representatives are
given in Table I and we can see there is a difference between
some of the values. For the transparency order, there are 3
values that are seen for the class representatives. This can
immediately suggest that there is a difference in the DPA
resistance between optimal S-boxes.

TABLE I. TRANSPARENCY ORDERS OF OPTIMAL S-BOXES CLASS

REPRESENTATIVES

Optimal S-box PRINCE notation TF

G0, G4, G5, G6, G8, G10, G14 S1, S2, S3 3.467

G1, G3, G9, G11, G15 S0, S5 3.533

G2, G12, G13 S6, S7 3.6

B. PRINCE Suitable S-boxes

Out of the 16 optimal classes, authors of PRINCE state
that only 8 are suitable for PRINCE [9]. Out of the 8
representatives, there are only 3 with the best transparency
order value of 3.467. However, on the basis of PRINCE S-
boxes, we can reach one other, far more interesting fact.

In the PRINCE algorithm, authors chose class S7 (or class
G13 of optimal S-boxes) to derive the actual S-box. Class
representatives are not suitable for the actual implementations
since they are chosen according to the lexicographical order.
Therefore, class representatives have fixed points, which is
not acceptable for implementations. However, since an affine
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TABLE II. AFFINE TRANSFORMATIONS

Number Transformation

1 S(x) + c

2 S(B(x) + c)

3 (A(S(B(x) + c)) + d

4 (A(S(B(x) + c) + d)

transformation does not change linear and differential prop-
erties of S-boxes [7] one can apply that transformation to
the class representative to remove fixed points and retain all
good properties of optimal S-boxes. Therefore PRINCE uses
an affine transformation to obtain the S-box that is used in the
specification [9].

After running the analysis on that S-box, we can see that
traditional differential and linear properties remain unchanged
but, transparency order value is 3.4. It should be noted that
the class representative has a transparency order value of 3.6.
Based on this fact we can reach two conclusions. First one
is that it matters (in terms of side-channel resistance) from
which class an S-box is chosen from. Second one is that
affine transformations change the transparency order, therefore
changing DPA resistance of an algorithm using a certain S-box.

C. Is Affine Equivalence Also a DPA Equivalence

Based on the results of previous section, we give the
following conjecture.

Conjecture 1: S-boxes that are affine equivalent (and
therefore equivalent with respect to linear and differential
properties) are not equivalent in terms of DPA resistance.

To experimentally support that the conjecture holds, it
is enough to compare the transparency order values for the
PRINCE case. Since we establish that an affine transformation
can change transparency order values, next question is how
difficult is to change it. To do this, we experiment with four
affine transformations as listed in Table II.

Here, c, d ∈ F
4
2 are constants, + represents XOR operation

and A and B are invertible matrices. For each of 8 class
representatives we test with all 4 affine transformations for
106 times which gives in total 32 million generated S-boxes.
Only when applying at least two multiplications with invertible
matrices it results in the change of transparency order values.
Therefore, only transformations 3 and 4 change transparency
order where those values go from 3.4 to 3.73. If we check
remaining 8 classes that are optimal, but not a good choice for
PRINCE algorithm, we find S-boxes that have transparency
order from 3.2 to 3.73 with affine transformations 3 and 4.

D. Random search

To better understand possible levels of transparency order
values, we relax the criteria that the S-boxes need to satisfy
and we look into all bijective 4×4 S-boxes. As a method to
generate such S-boxes we employ random search (RS). The
distribution of the random S-boxes values is shown in Table III.

We can observe from the results that it is possible to use
random search to find S-boxes that have lower transparency

TABLE III. DISTRIBUTION OF RANDOM S-BOXES VALUES

Property Max Min Mean Std. dev.

Nonlinearity 4 0 2.105 0.694

Transparency order 3.73 3 3.467 0.099

orders than the ones in the class representatives. It is also im-
portant to observe that some of the best random S-boxes have
transparency order of 3.26 and δ-uniformity and nonlinearity
equal to 4, which means that those S-boxes belong to some of
16 optimal classes of S-boxes.

E. Genetic Algorithm

In the next step of the search we tried to go even lower with
the transparency order values but remain on the nonlinearity
level of 4 (so, here we relax δ-uniformity criterion). To be
able to do that, we use a genetic algorithm (GA) where
the goal was to evolve balanced bijective S-boxes with high
nonlinearity and low transparency order. Our fitness function
is the sum of nonlinearity (NF ) and transparency order (TF )
properties. Since the transparency order value should be as
low as possible, we subtract the value obtained from the
upper bound value for transparency order. The fitness function
represents definition of the problem to solve with evolutionary
algorithm:

fitness = NF + (m− TF ) (5)

where we want to maximize the fitness function value. For
a detailed explanation about genetic algorithms we refer reader
to [16].

To represent the problem we use a permutation repre-
sentation where an S-box is represented with decimal values
between 0 and 15 where each of those values is one entry for
S-box lookup table. Parameters for the evolutionary algorithm
are as follows: the size of (n,m)-function is 4×4, number
of independent runs for each evolutionary experiment is 30
and the population size is 100. Tournament size in steady-
state tournament selection is equal to 3. Mutation probability
is set to 0.3 per individual. The evolution process lasts until
the stopping criterion is fulfilled, here the stopping criterion is
a certain number of generations without improvement of the
best solution.

The best solution in respect to the transparency order that
we were able to find with GA has transparency order value
of 3.2 and nonlinearity of 4, but with δ-uniformity of 8.
GA also found solutions with transparency order of 3.26 and
nonlinearity and δ-uniformity 4 (as in random search) but with
GA we also succeeded in further lowering the transparency
order value. Although this improvement in transparency order
is relatively small, it is still worth mentioning that it is
possible to obtain better results than with random search.
The improvement also came at a price since δ-uniformity
property deteriorated. After adding the δ-uniformity property
to the fitness equation, we were able to find S-boxes that have
nonlinearity and δ-uniformity 4 and transparency order 3.2
which is the same as with affine transformations.

In Table IV we give hexadecimal values for the best created
S-boxes for random search and genetic algorithms.
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TABLE IV. S-BOXES OBTAINED WITH RS AND GA

Alg. x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

RS S(x) C A 1 9 B 8 0 5 E 2 7 D 3 6 4 F
GA S(x) 6 5 9 D C 0 7 F A B 2 4 E 3 1 8

Fig. 1. Guessing entropy for the original and improved S-box.

F. Preliminary Side Channel Experiments

We implemented two versions of the PRESENT cipher on
an ATmega163 smartcard, one using the improved ”S-box 2”
and another with the original PRESENT S-box. We acquired
traces and performed CPA on the first cipher round in order
to recover the 64-bit round key. To quantify the effect of a
different S-box we used the guessing entropy metric, as defined
by Standaert et al. [17]. Specifically, we focused on the top
10 key-byte candidates of the CPA attack and we measured
the success order. In order to observe the S-box effect on a
full-round attack, we averaged the guessing entropy of the
8 key bytes that constitute the PRESENT 64-bit round key.
The averaged entropy demonstrates the workload required for
round-key recovery, given the number of traces. The results
are presented in Figure 1.

IV. CONCLUSION

In this work we consider the DPA resistance properties of
4×4 S-boxes. We show that there is a difference between 16
optimal classes of S-boxes in terms of properties related with
DPA resistance. We believe this can serve as a more strict
guideline when choosing between some of the optimal S-box
classes. Furthermore, we show that an affine transformation
changes the transparency order values, which can be impor-
tant not only from theoretical perspective, but also from the
practical one. We reiterate that with 4×4 S-boxes two main
disadvantages when comparing with DPA resistant 8×8 S-
boxes are not present. There is no deterioration of linear and
differential properties nor it is impractical to implement them
as lookup tables. Finally, our experiments show a practical
improvement of DPA resistance of the newly generated S-
box. Since the security does not degrade with using S-boxes
with improved transparency order, we consider them as a good
choice for future algorithms.
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